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THE NEW FTC RED FLAG RULES:

Physicians and physician of-
fices face countless rules, guidelines,
and regulations from many different
sources in today’s healthcare environ-
ment. Extensive effort has already
been placed on compliance with HI-
PAA and the protection of patient in-
formation. With the alarming increase
in identity theft in recent years, it has
become imperative that all businesses
and organizations with access to pro-
tected information scrutinize their poli-
cies and procedures. It is important
that they continue to improve the
methods in place to address any se-
curity breaches as well as proactively
attempt to prevent the theft of pro-
tected information. The new Red Flag
Rules hope to address this issue.

A requirement of the Fair
Credit Reporting Act (FCRA) as
amended in 2003 calls for the issu-
ance of regulations and guidelines
relating to the detection, prevention,
and mitigation of identity theft. The
Federal Trade Commission and bank
regulatory agencies are responsible
for these issuances. They were pub-
lished in final form on November 9,
2007. The compliance deadline was
originally set at November 1, 2008,
but the enforcement of compliance
was delayed until May 1, 2009.

To determine if you must com-
ply with the Rule, two questions
need to be answered:

1. Is your business a "creditor"?
2. Do you have "covered ac-
counts"?

A business, or in this case a
physician practice, is considered a
creditor if it extends, renews, or con-

tinues credit on a regular basis. By
deferring payment (billing after the
completion of services) and accepting
deferred payments for the provision of
services, credit is established. Physi-
cians who bill patients after the com-
pletion of services, or who bill insur-
ance carriers with the understanding
that the patient is ultimately responsi-
ble for the charges are considered
creditors. Physicians who require all
payments in full and up front (cash or
credit card payment prior to the ren-
dering of service) are not considered
creditors and would not fall under this
rule. Clearly, the vast majority of phy-
sician practices will be considered
creditors under this definition.

If you are a creditor, you must
then determine if you have "covered
accounts". There are two types of
covered accounts. The first one is an
account involving multiple payments
or transactions that are used mostly
for personal or family (household) pur-
poses. The ongoing relationship be-
tween a patient and a physician for
the provision of medical services
would be considered this type of ac-
count. The other type of covered ac-
count is one for which the possibility
of identity theft exists (i.e. credit card
accounts). The risks associated with
such accounts include how the ac-
counts are opened and accessed and
what type of information is needed to
maintain them.

Creditors with covered ac-
counts are now required to have a
written program in place that will iden-
tify and address potential red flags
that may be signs of identity theft.
The Red Flag Rules do not specifi-
cally tell you what your program must
look like. As long as the requirements
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of the Rules are met, the design of the

program is up to each individual prac-

tice. This allows for the flexibility of a

tailored program that is well suited to

meet the needs of each practice in
detecting and preventing identity theft.

The World Privacy Forum has
compiled a list of Red Flags relating to
medical identity theft. The full report
as well as other resources can be
found at www.worldprivacyforum.org/
medicalidentitytheft.html. Red Flags
include, but are not limited to, the fol-
lowing:

+ A patient’s receipt of a bill for an-
other individual or an EOB for a
service that they did not receive.

¢ An inquiry from a patient regarding
the receipt of a collection notice.

+ Claim denial due to depletion of
benefits or reaching a lifetime cap.

+ An inquiry from a patient regarding
information added to a credit report
by a health care provider or insurer.

¢ Inconsistencies between treatment
detailed in a medical record and the
medical history reported by a pa-
tient.

+ A patient presents documents that
appear to have been altered or
forged.

+ Lack of consistency with personal
identifying information when com-
pared to external sources.

If a practice becomes aware
of the existence of a Red Flag, appro-
priate responses must be in place to
mitigate the potential for theft. This
extends beyond the requirements of
HIPAA.

Continued on page 3



ON-LINE CREDENTIALING-GOOD NEWS/BAD NEWS?

Let’s start with the bad news. You
can still expect the credentialing proc-
ess to take 4 — 6 months and you can
still expect to check the status of your
application frequently during that time.
This probably will not change as it
does take time for the carrier to verify
all of your credentials, and they do
need to rely on others to respond to
their inquiries. You can avoid delays
on your part by submitting an applica-
tion that is as complete, current and
error-free as possible.

Okay, now the good news. Many car-
riers, including CMS, are streamlining
the enrollment process by allowing
providers to complete applications on-
line, either through their websites or
by participating with CAQH.

CAQH is a standard credentialing ap-
plication which is completed by you,
stored on their website, and is then
accessible to participating carriers
once you give your authorization.

Here’s a quick outline to sign-up with

CAQH:

+ Register

+ Create your user name and pass-
word

+ Complete the application by us-
ing the “tabs” on your CAQH ap-
plication-(please be thorough).
Begin by clicking on the “Start”
tab and you will move through
the application as you complete
each section. You can skip
around in the application if neces-
sary by using the drop down
menu under the “Answer” tab.

¢ Authorize the carriers with whom
you wish to participate by clicking
on the “Authorize” tab.

+ Submit your attachments, copies
of your licenses, etc., by fax using
the fax cover sheet printed from
the “Attachments” tab on your
CAQH

¢ Run the Data Audit by clicking on
the “Audit” tab — this will tell you if
you've missed anything critical

+ Review and verify your informa-
tion by clicking on the “Attest” tab,
then follow the steps provided

+ Your application is then released
to your chosen carriers

The application is long and laborious,
but you don’t have to complete the
CAQH application in one sitting. You
can stop and save your data at any
time, then return later to finish. Once
you attest, the carriers that you've
authorized are notified that your
CAQH is complete.

CAQH will ask you to update your
application quarterly, make any
changes, then re-attest. If nothing in
your practice has changed, you still
must re-attest. The carriers are then
notified of any updates in your appli-
cation. When re-credentialing time
rolls around, you're all set.

Once your CAQH is complete, often
a quick phone call to the carriers of
your choice is all it takes to get your
credentialing started. Some carriers
also offer a “request to participate”
application on their website.

Participating with CAQH simplifies
the credentialing and re-credentialing
process. You're completing one ap-
plication for all carriers instead of
one application for each carrier. You
can also print a copy of your applica-
tion to submit to those carriers who
do not participate with CAQH.

CMS is implementing an internet
based system through their Provider
Enrollment, Chain and Ownership
System (PECOS) where you can
apply to enroll as a Medicare pro-
vider and submit any changes. Indi-
viduals can access this now in the
DC Metro area and Maryland. It will
be available to groups and facilities
this spring. You can also view your
enrollment information with this ser-
vice and keep it current - which will
make your revalidation process
much easier. The one caveat to us-
ing the PECOS system is that the
provider is required to complete the
on-line application themselves, this
cannot be delegated to a staff per-
son.

CMS claims that by submitting your
application through the Internet-
based PECOS system, your applica-
tion’s processing time can be cut by
50%. But remember, they are still

relying on you to submit a complete
application and they are still verifying
your information with the sources on
your application and are subject to
response times to their inquiries.

Since CMS requires that changes in
your enrollment application, i.e., prac-
tice location or phone number
change, ownership changes, etc.
must be submitted within a certain
timeframe, submitting these changes
through the Internet-based PECOS
may streamline this process for you.

The physician or non-physician practi-
tioner, can enter the enroliment infor-

mation or view the PECOS data from

the internet using their NPI username
and password.

Once your enroliment application is
ready to submit, remember to
download the Certification page, sign
it, and mail it, along with all supporting
documents, to the carrier. This step is
critical! Your application is not consid-
ered complete until they receive a
signed Certification page. You must
use the page downloaded from your
application since it has a tracking
number which matches your applica-
tion. Your Certification page must
reach them within 30 days or your
application will be rejected. The date
your Certification page is received by
the carrier will also determine your
effective date. We highly recommend
sending this by certified mail with re-
turn receipt requested or by FedEx or
UPS so that you have a way to track
your package. Then, once your appli-
cation is processed and approved,
they will notify you of your PTAN and
effective date.

While the credentialing process can
still be a hassle, carriers are offering
more tools to make credentialing

more efficient and hopefully more
timely.
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Questions? Please do not hesitate
to contact our office at 330-453-
7633 ext.123 if you have questions.




THE NEW FTC RED FLAG RULES: Continued from page 1

Responses include, but are
not limited to, additional questioning
and verification of both internal and
external sources and notification of
the findings to the appropriate parties
involved. Closing the account and
opening a new one, halting collection
efforts, and notifying law enforce-
ment are also appropriate re-
sponses. Findings from these ex-
periences must then be incorporated
into the written program, as it is peri-
odically reviewed, updated, and ap-
proved.

A practice’s written program
should clearly define the types of
accounts offered, how the accounts
are opened (including what informa-
tion is needed), and who has access
to the accounts. Any previous ex-
perience with identity theft needs to
be documented.

An analysis should be per-
formed to determine where and how
the protected information exchange is
taking place and identifying areas that
may be vulnerable to identity theft.
Methods of identifying Red Flags (like
the ones previously listed) need to be
described in addition to the responses
that would occur should a Red Flag be
detected.

The written program must be
approved by the Board or Owner(s),
whichever is applicable. The program
must be updated periodically to reflect
changes in the risks associated with
identity theft. Any changes in service
provider arrangements (i.e. billing com-
pany, credit card vendor, shredding
company, etc.) must also be docu-
mented. A designated oversight officer
should be named (similar to a HIPAA
compliance officer) and staff should be

appropriately trained. All training
should be documented.

In reviewing arrangements
with service providers, it is important
to make certain to include in any
contract you have with them the re-
quirement that they have policies
and procedures in place to detect,
mitigate, and prevent identity theft.
They should also notify you should
they discover any Red Flags related
to a covered account. Make sure an
oversight function is in place to ad-
dress continued compliance from
service providers.

Refer to www.ftc.qov/os/fedreq/2007/
november/071109redflags.pdf
(pages 63773-63774) for a full de-
scription of the guidelines.

* * * * * *

STIMULUS FUNDING TO SUPPORT EMR

The American Recovery
and Reinvestment Act, commonly
called the Stimulus Package, in-
cluded $17 Billion in incentives for
physician practices and hospitals
that adopt electronic healthcare
records (EHR). Practices that im-
plement a full featured EHR, and
ARE USING the EHR in a mean-
ingful way can receive up to
$44,000 per doctor for Medicare/
Medicaid participants. The incen-
tive will be paid over a five year
period AFTER you have met the
utilization and implementation re-
guirements. Unfortunately, this is
not an open ended offer. You have
to complete the implementation of
an EHR by the end of 2014 to re-
ceive any money. If you want to
receive the full amount, you must
implement the EHR by 2012. You
can start receiving money in 2011
for EHRs in place by the end of
2010.

How long can you wait?
The key problem for your practice
is that the implementation of your
EHR achieving "meaningful” use is
a process that may take some time.
For example:

+ Choosing an EHR product typi-
cally takes 4 to 6 months. How

ever, some practices may take much
longer.

+ In many cases practices will have to
replace old legacy practice manage-
ment systems that are too old to inter-
face or support an EHR. Mid-size
practices that have to replace a prac-
tice management system are looking
at a four to six month period to imple-
ment a PMS followed by a period for
the billing process to stabilize before
undertaking an EHR implementation.

+ An EHR implementation may take 5
to 8 months, but unlike a PMS, an
EHR implementation typically re-
quires a transition period before your
practice is using the EHR in a mean-
ingful way. A key factor is that the
move from the paper record to an
EHR could necessitate a complete
makeover of every aspect of your
clinical operation. From the way you
schedule appointments to triage, and
from the start of a patient visit to re-
cording the treatment plan, every
process and activity will have to be
adjusted to account for the use of the
EHR. These changes must be made
while your office is still operating and
therefore have to be deployed at a
pace that will not disrupt operations
and this will take some time. Larger
practices with several offices will

need additional time to roll out the
EHR to the various doctors and
locations.
¢ The actual move of a practice to
an EHR also requires a transi-
tion from the historic paper
chart to the EHR. The initial
effort to start using the EHR for
your patients will be based on
your typical recall cycle which
can range from four to six
months for the typical primary
care practice while the initial
transition for specialists can
take from 6 to 12 months. At
the end of the transition period,
the practice should be fully util-
izing the EHR for all of the pa-
tients in the practice.
Based on these estimates,
many practices are looking at a
two year timeline to fully imple-
ment and transition over to the
EHR. Looking ahead at the 2010
deadline to get the first payments
in 2011, and the 2012 deadline to
get the maximum incentive pay-
ment, the window of opportunity is
limited depending on the size of
your practice and ability to make
these changes in a timeframe that
will work for your practice

Continued from page 6



EMR STIMULUS INCENTIVE FACTS

Your practice can start receiving EHR
Stimulus funds as early as 2011, if
you have an approved system in-
stalled and in use by the end of 2010.
As noted in the previous article, to
receive the maximum incentive, sys-
tems must be in place by 2012 and
meet all government standards. Un-
fortunately, the standards are not
complete at this time. To receive any
Stimulus money you must have EHR
by 2014, after that, the opportunity is
passed. HHS, via the Office of the
National Coordinator of Health Infor-
mation Technology, must complete
and announce the final government
standards no later than December 31,
2009. In addition, they must an-
nounce which systems qualify and
what constitutes the ability to use the
records in a "meaningful” way.

Each individual provider could qualify
for up to $44,000 in stimulus funds, in
total. This payout would be made
over a five year period. The payout
schedule is as follows:

Year 1 - up to $18,000
Year 2 - up to $12,000
Year 3- upto$ 8,000
Year4 - upto$ 4,000
Year5- upto$ 2,000

While the program is voluntary, there
also will be penalties for practices that
do not comply by 2015. The penalty
will take the form of reduced Medicare
reimbursement for providers that are
not compliant. That schedule is as
follows:

2015 - 1% Reduction

2016 - 2% Reduction

2017 - 3% Reduction (The final
3% reduction will then con-
tinue each year.)

Eligible providers may qualify either
under the Medicare or Medicaid pro-
gram, but only under one of them. To
be eligible under the Medicare pro-
gram, physicians must accept Medi-
care patients and bill Medicare for the
services provided.

To qualify under the Medicaid pro-
gram, 30% of the physician's practice
must be Medicaid patients, with the
exception of Pediatricians, where only
20% of their practice would need to
consist of Medicaid patients.

Hospital based physicians;
(pathologists, anesthesiologists,
Emergency Room physicians and
hospitalists) will not be eligible.

OIG 2009 WORK PLAN

As in previous years, the primary fo-
cus of the OIG’s 2009 Work Plan will
continue to be reviews and investiga-
tions of the Medicare and Medicaid
programs. Every attempt is made to
detect and prevent waste, fraud, and
abuse within these programs and to
hold accountable those found to be in
violation.

Some target areas that might be of
particular interest to physicians in-
clude the following:

Place of service errors (coding
for ASCs vs. hospital outpa-
tient departments)

Number of E&M services pro-
vided during a global surgery
period

Payments for colonoscopy ser-
vices

Services performed by non-
physician providers

Billings with the modifier GY

Medical identity theft

Additional information can be found
on the OIG website at: http://
www.0ig.hhs.gov/publications/

workplan.asp

NATIONAL NEWS

IVR & CSR Access Requirements

Starting April 6, 2009, you will be re-
quired to furnish your National Pro-
vider Identifier (NPI), Provider Trans-
action Access Number (PTAN) and
the last five digits of your tax identifi-
cation number (TIN) when calling the
IVR (Interactive Voice Response) or
when speaking to a CSR (Customer
Service Representative).

For written inquiries, these three
pieces of identification are also re-
quired unless the inquiry is written on
letterhead that includes the provider's
name and address. Keep in mind that
the provider name and practice loca-
tion on the letterhead must match

CMS's files exactly, including match-
ing the information associated with
the NPI, PTAN and TIN #. For de-
tails go to: http://www.cms.hhs.gov/
MLNMattersArticles/downloads/

MM6139.pdf

Monetary Levels For Appeals

The 2009 amount-in-controversy
(AIC) level for administrative law
judge appeals (ALJ) stays the same
as 2008 which is $120 to request a
hearing. However, the level for Fed-
eral court appeals has increased to
$1,220 as of January 1, 2009.

Retrospective Billing Rule

CMS has changed the retroactive ef-
fective date for new providers to
whichever date is later is based on
the following:

¢ The date the enroliment application
is received by CMS

¢ The date the physician first starts to
practice at the location.

For all the details, including excep-
tions go to: http://www.cms.hhs.gov/
MLNMattersArticles/downloads/

MM6310.pdf




NATIONAL NEWS continued from page 4

DMEPOS

Reminder — if you are a supplier of
durable medical equipment, prosthet-
ics, orthotics and supplies and bill
Medicare under Part B, you must be
accredited by September 30, 2009.

Physical Therapy Caps for 2009

The new combined limit for outpatient
physical therapy and speech therapy
is $1,840 for 2009. For occupational
therapy the separate limit is also
$1,840. CMS also identifies when an
ABN is required and when they would
recommend one, even when not re-
quired. For details see the MLN arti-
cles at:

http://www.cms.hhs.gov/
MLNMattersArticles/downloads/
MM6321.pdf

April 1, 2009 Quarterly Update
Links

Listed below are links to MLN articles
addressing a number of initiatives and
updates set to take place April 1,
20009.

New Average Sales Price Medicare
Part B Drug Pricing Files and Revi-
sions go to:

http://www.cms.hhs.gov/
MLNMattersArticles/downloads/

MM6380.pdf
Updated Remittance Advice Remark

Codes and Claim Adjustment Reason
Codes go to:

http://www.cms.hhs.gov/
MLNMattersArticles/downloads/

MM6336.pdf

For the latest Correct Coding Initiative
Edits go to:

http://www.cms.hhs.gov/
MLNMattersArticles/downloads/

MM6388.pdf
For the latest updates to the Hospital

Outpatient Prospective Payment Sys-
tem (OPPS) go to:

http://www.cms.hhs.gov/
MLNMattersArticles/downloads/

MM6416.pdf

RAC Program Moves Forward

CMS's RAC (Recovery Audit Contrac-
tor) program whose purpose is to
identify improper payments, both
overpayments and underpayments in
the Medicare program, is moving for-
ward. The contract protests have
been resolved. The RAC jurisdictions
will mirror the DME jurisdictions. The
region and the corresponding contrac-
tors are:

+ Region A Diversified Collection
Services

+ Region B CGI Technologies
and Solutions Inc.

¢ Region C Connolly Consulting
Associates Inc.

¢ Region D HealthDatalnsights
Inc. -Part A

The two newly awarded contractors
are PRG-Schultz, Inc. who will serve
as a subcontractor to HDI, DCS, and
CGl in regions A, B, and D. The sec-
ond subcontractor, Viant Payment
Systems will be a subcontractor to
CCAin region C.

The program will be active in all 50
states by January 1, 2010. CMS
states that providers may receive ei-
ther a request for medical records or a
repayment request for overpayments
made on claims previously processed
and paid by Medicare.

Your office staff should be aware of
this and be on the lookout for RAC
medical request letters. It may be best
to set up, in advance how these re-
quests will be handled, including who
will be responsible for pulling all the
appropriate medical documentation
and designate someone who will be
responsible for reviewing the material
before it is sent out. Be sure to retain
a copy of everything you are sending.

Once you receive the RAC determina-
tion, you have 15 days to send a re-
buttal letter if you disagree with their
findings. Please remember this is not
a part of the appeal process, it is just
notifying them that you disagree with
their findings and why.

If the findings are negative, and you
receive a demand letter for repayment
from your Medicare contractor, you
have 120 days to file an appeal if you
disagree with the findings. However,

to avoid automatic recoupment from
your Medicare payments, be sure to
file the appeal within 30 days. This will
not only stop the automatic recoup-
ment but will also stop interest from
accruing, until all appeals are com-
pleted.

CMS also offered the following tips to
providers to help prepare:

+ ldentify where improper payments
have been persistent by reviewing
the RAC's web-sites and identifying
any patterns of denied claims within
their own practice or facility.

+ Implementing procedures to
promptly respond to RAC requests
for medical records.

«+ If the provider disagrees with the
RAC determination, filing an appeal
before the 120-day deadline.

+ Keeping track of denied claims and
correcting previous errors.

+ Determining what corrective actions
need to be taken to ensure compli-
ance with Medicare's requirements
and to avoid submitting incorrect
claims in the future.

To see the timeline of the RAC Pro-
gram, go to:

http://www.cms.hhs.gov/RAC/
Downloads/RAC%20Expansion%
20Schedule%20Web.pdf

New Provider Enrollment Require-
ments

New Provider Enroliment Require-
ments went into effect January 20,
2009. In CR6097, CMS has issued
stricter provider enrollment verification
procedures for changes in information
requests, reactivations and revalida-
tions. You may be asked to provide a
photocopy of a current passport or
valid driver’s license, a copy of a
phone or power bill to confirm identity
and address. If the authorized/
delegated official's signature is not on
file, you may be asked for the section
of the 855 pertaining to the signa-
tures. CMS will also call providers or
their authorized/delegated official to
confirm that a provider is no longer
practicing at that address.

* * * * * * 2 *
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OTHER NEWS

DOL Opinion on Overtime

Non-exempt employees are entitled to
overtime if they work more than 40
hours during a work week. A work
week is set by the employer and can
be different for different groups of em-
ployees. It must be 168 hours in
length and cannot be changed regu-
larly in attempts to avoid paying over-
time. However, the DOL recently re-
leased an opinion that may give your
practice some flexibility.

The opinion was based on a practice
that had its staff working 9 hour days,
Monday through Thursday, eight hour
days on Friday, with every other Friday
off. If the standard work week definition
was followed (running from 8:00 a.m.
Monday to 7:59 a.m. the following
Monday), this resulted in staff working
36 hours one week, and 44 hours the
second week. Each staff person would
therefore receive 4 hours of overtime
every other week.

What the practice did was set two work
weeks, one that ran from 11:31 a.m.
Friday to 11:30 a.m. the following Fri-
day, and the second work week ran
from 12:31 p.m. Friday to 12:30 p.m.
the following Friday. Each work week
contained a Friday shift that either
started at 7:30 a.m. or 8:30 a.m. Staff
was grouped into the two work weeks.
The result was the Friday shift was
split between two different work weeks,
with 4 hours in each week. Thus, the
staff only worked 40 hours every work
week, and no overtime was due.

This was a win-win situation, be-

cause the practice had 9 hours of
coverage daily and the staff also
benefited by having 3 day weekends,
every other week. You may want to
consider this for your practice if ap-
plicable.

UNITED HEALTHCARE

In March 2009, UHC released a Net-
work Bulletin. In this issue UHC ad-
dresses the process to follow if you
believe your claim was processed
incorrectly. It allows you to complete
and submit a "Claim Reconsidera-
tion" form on-line. In addition, if you
have 20 or more denied or incor-
rectly paid claims, you can send
these claims together by completing
a "Claim Research Project" on-line
form and have them all researched
and reviewed at one time. Also in-
cluded is what UHC requires to
prove timely filing for both electronic
and paper claims.

Providers can also find useful infor-
mation concerning:

Reimbursement Policies
Medical Policies
Pharmacy Updates
Protocol Updates

¢+ E-Business updates

* & o o

To obtain a copy of the bulletin go to
the link below, click on Tools & Re-
sources, and go to News.

https://
www.unitedhealthcareonline.com/

b2c/CmaAction.do?
viewKey=PreLoginMain&forwardTok
en=PreLoginMain

* * * * * * * *

STIMULUS FUNDING TO SUPPORT
EMR Continued from page 3
The key issue is to ensure that you
leave your practice enough time to
pick the right product, and ensure
that you are using the EHR in a
meaningful way which requires sup-
porting electronic exchanges with
other healthcare organizations, elec-
tronic prescriptions and reporting
through your EHR throughout the
five year incentive period. Meeting
this standard to qualify for the con-
tinuing payments will require a level
of commitment and sophistication
that will take the average practice
more than a few months to master.

* * * * * * * *

This newsletter is sent with

compliments of
Hall, Kistler & Company LLP.
If you have any questions or
need consulting, accounting or
tax services please do not hesi-
tate to contact us at 330-453-
7633.

This newsletter is published for
our clients and other interested
persons. Since this information
is of a technical nature, no final
decisions should be made with-
out first consulting our office.
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